N\

ChannelScience

Detecting the Future of Data Storage SM



ID=MA

The Global Trade Association for the Disk Drive Industry for 20 Years

HDD:
The Next 50 Years

The Future
LLooks at Your Past;

Digital Archeology
and the
Hard Disk Drive

Diskcon 6

Celebrating the 50t Anniversary of the Hard Disk Drive
September 14, 2006

Chuck Sobey

 972-814-3441
www.ChannelScience.com


mailto:csobey@channelscience.com

What is Archeology?
* Anthropology: The Study of Humanity

Our physical characteristics as animals, and our unique
non-biological characteristics we call culture.

Biological (physical) anthropology
Cultural (social) anthropology
Archaeology

* Archeology: The Study of Extinct Human Societies
using the Material Remains of their Behavior

HDD:

The Next 50 Years . ID=MA



he Material Remains of Our Behavior

Most from
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http://www.hitachigst.com/techtimeline

Archeologists: Not Necessarily Indiana Jones

. e S NN

* Philosophers
* Grave Robbers
* Antiquarians

e Scientists (and Engineers)

Pseudo-archeologists P, =
(Remember Chariots of the gis
Gods?) ;O
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Loiyangalani, Tanzania ~70,000 years ago
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Archeological Timeline and Interglacial Periods

65 million years ago, end Me=sozoic epoch

Plot of Temperature for the 100kybp 1%t Modern humans in Africa
Cenozoic Period, Showing Ice
Ages and Cooling Trend

55 million years ago, Peak Temperature
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http://www.nexialinstitute.com/glaciation.htm

The Next Ice Age is 10,000 to 20,000 Years Out
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Today’s Tools for Future Digital Archeologists

e Data Forensics

 Data Recovery

Getting usable data from a failed
storage device

Maybe not that failed!

Courtesy Barry Bailey Photography
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For More Information on Current Data
Recovery Techniques

 Download Recovering Unrecoverable Data: Sy
The Need for Drive-Independent Data Recovery, Dt
Charles H. Sobey e

« C.H. Sobey, L. Orto, and G. Sakaguchi,
“Drive-Independent Data-Recovery: (Seagate)
The Current State-of-the-Art,”

IEEE Transactions on Magnetics,
February, 2006, pp. 188 - 193
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http://www.actionfront.com/

he Data Recovery Specialist’'s Problem

» Deliver contiguous groups of bytes correctly, over
the interface, as sectors or logical blocks (LBAS)

 Recover as much file system (directory)
iInformation as possible

* Rebuild files (from LBAs) based on directory
iInformation or specialized software utilities

HDD:
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he Archivist's (Preservationist’s) Problem

* Expect correct bytes are available over the interface
File system is also in tact
* |s the application that works with the data still available?
Drawing, music, text, computer instructions, ...
* |s the operating system that runs the application and
controls the data still available?
* |s the hardware that runs the application and operating
system still available?

Microprocessor
Printer, sound card, graphics, ...
« Many archivists want to preserve not just the data, but also
’ahet look-and-feel of the software application that used the
ata

H D D ° Diskcon 02006 Slide 12
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he Archeologist’'s Problem

 The data recovery specialist’'s problem
e The archivist’s problem

* Plus
What is a drive?
Archeological fallback position
Probably had a “religious significance”
Why are the drives located where they are?
Who had them? Who did not?
There’s data on it?!
Why was the data important enough to be stored?
Get funding!

HDD:
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Unattributed Lament

“We are at the beginning of the Digital Dark Ages.
A generation’s worth of digital data is about to be
lost.”

“However, there will be plenty of paper evidence
left of who's to blame.”

HDD:
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It Won't be Al Hoagland Who is Blamed!

 Readback signal
from refurbished
RAMAC

e Assuming NRZI

1s are peaks
Os are no-peaks

 Waveform captured
February 28, 2006
* Source Al Hoagland

Happy Birthday
RAMAC!
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Modern Perpendicular Drives Look a Little Different
(but NOT on the outside or the inside!)

) Continuous-Time Filter

File Edit Yiew Insert Tools Deskbop MWindow PRMLpro Help

ChannelScience

aded from C:APRMLpra\ExamplesiPerpendicularvaw_sector 10osr_shortened. dpo

EBX
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Where do Bits Live?

e Currently, in a
collection of
randomly
distributed
grains

HDD:
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Bits are Bits — Not Even Close!

o User bits vs. Channel bits
The user’'s data NEVER get to the disk surface
Encoded “channel bits” are stored instead

e Data bits vs. “Maintenance bits”
5 to 15% of the bits are there to help the drive find the

data bits
If maintenance bits fail, the data bits are likely
Inaccessible
This is a common “repair” in the best data recovery
labs today

HDD:
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Good Bits Gone Bad

» Typical unrecoverable error rate spec: 10-13 — 10-1°

 Degrading signal quality with time, temperature,
and stray magnetic fields

* Disk defects, corrosion, thermal asperities, ...

HDD:
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Where do Bits Go?

* Perpendicular bits also
decay (like longitudinal)

ek Postion (um)

ross-Tra

 Perpendicular media
support higher densities-
before the onset of |
superparamagnetism

Down-Track Position (um) Down-Track Position (um)

° The areas between Courtesy Jay Hoinville, Euxine Technologies
transitions are the least
stable parts of the data
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How Long can Magnetic Bits Last?

* A rule-of-thumb for the industry
No more than 1% readback amplitude decay per “decade” on average

Of course a decade # 10 years
1 second; 10 seconds; 100 seconds; 1000 seconds:; ...

31,536,000 seconds = 1 year
100,000,000 seconds = 8 “decades’
1000 years = ~ 10.5 “decades”
9,000 years = ~ 11.2 “decades”
50,000 years = ~ 12.2 “decades”

« Currently, perpendicularly recorded bits are reported to decay at about
0.1% per decade

* Aot of bits should still be present on a benignly neglected drive

HDD:
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his Isn’t a Guarantee — But it is a Possibillity!

e Here's the Guarantee

If magnetic patterns remain, they WILL contain lots of
errors (on the most important bits)

 The Hope

Future humans and their technology will be more than
capable of deciphering the bits that are there and
reconstructing the missing ones — Math is math!

They will care enough about us to do it

Do we care enough about them to make it easier
to do?

HDD:
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Gordon Bell: www.MyLifeBits.com

* Microsoft Researcher and key VAX
developer

* Recording everything since 1998
e SenseCam camera

 New search capabilities being
created

Photo by Mark Richards
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The Short-term Future
Grandma and Grandpa’s Hard Disk Drives

 We look at old photos and documents now

 We need new search capabilities to find the relevant history and make it
accessible (MyLifeBits — Microsoft Research)
* Automatic authors of family histories and personal biographies
Random conference paper generator

Automatic generation of ads based on search terms
Augment with other contemporary accounts and news reports
Improvement: as told by Mark Twain, James Joyce, Hemingway, ...
» Synthetic Interview technology from Carnegie Mellon University
Albert Einstein and Benjamin Franklin
Can “it” continue to learn?
Continue to offer advice to future generations
* lan Pearson — Head of Futurology Unit of British Telecom
Could you tell its not the real person over email?
Achieve digital immortality
By 2050 for the wealthy; 2080 for the rest of us

HDD:
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http://pdos.csail.mit.edu/scigen/

The Long-term Future
An Archeologist Finds a Hard Disk Drive

Fossils and photography from the Steven Brittenham collection
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An Archeologist Finds a Drive: Now What?

Simplified Stratigraphy

 Record the context of the find

* Are there “written” records
identifying the artifact and its
purpose?

e External physical exam

* Microscopic analysis (external)

 Internal imaging techniques

e Careful disassembly

Trying to get it to work first would
probably be a disaster for the data

Will they even know it contains data?

HDD:
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What Data May be There?

« Everything — we delete nothing
Decision time costs more than storage

e Trans-generational data
Passing down your archive to your children
Digital essence? (extra-genetic information)
Data mutation over time (incorrect copying)

* The steps leading to
The “Digital Dark Ages”
New methods of doing science, art, government, ...
The “exaptation” of new capabilities in humans
Why there are still no flying cars!
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Another Guarantee

 Whatever we have carefully preserved, migrated,
and verified for posterity will NOT be what
interests the future most

HDD:
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What if No Data Remain?

* Drives are very sturdy (paradoxically)
Compared with other parts of the PC
Beaker People - Hard Disk Drive People
 Who has drives and who doesn’t?
 Where are the drives?
Geographically
In the home, office, school, etc.
* Trace trade routes
Development centers; sources of raw materials
Which components were made where, and when?
See book From Silicon Valley to Singapore by David G. McKendrick et al
» Manufacturing technology
HDD represents a large cross-section of technologies
* Provide chronology

HDD:
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http://www.thebritishmuseum.ac.uk/

Grave Goods
(of the "Hard Disk Drive People”)

e Spear head
 Hard disk drive

Note: This is a mannequin, not
actual human remains — No
disrespect!
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Manufacturing
Location, Date Codes, Technology

Critical Features of Magnetoresistive Thin Film Head
P2w

-_ Top Yoke

Bottom Yoke [ Top Shield
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Surprisingly Accurate Dating

e Dendrochronology e Sensor Dimension Chronology
* 10,000 years to the present e Over a much shorter span

v - Areal
- . Year D“-:“;-""!'f Product MR/GMR Sensor
- Ghits/ind
4. 5pm
1991 0.132 Corsair - - pmi—

G4 nm
1942 | 0.260 Allicat

1993 | 0.354 Spitfire

1904 | 0.578 Ultrastar

0.829 |Ultrastar2

1935 Travelstar
0.923 2LP

1006 | 1.32 Travelstar
2XP

7 64 Travelstar

7 5G5S
100 142 [Travelstar
BGN
Travelstar
19381 4.1 BGT N ontacts

szhangas
B Hard Bias

2000 7.0-10.0

Ly [
2002 <20 5;:;4-_'5“
. Soft Film
2004 | <40 S MR Pinned

Film

Other unique dating methods for the
drive will probably also be available
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Misinterpreting the Past

&

“_-,‘\',' it . -‘." . -“‘_.. \‘ ,] 1 Y T -_:

Fossils and photography from the Steven Brittenham collection
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http://images.google.com/imgres?imgurl=http://www.catholic.net/catholic_db/imagenes_db/us_catholic_news/question-mark.jpg&imgrefurl=http://profile.myspace.com/index.cfm%3Ffuseaction%3Duser.viewprofile%26friendid%3D17655472&h=180&w=180&sz=5&hl=en&start=145&tbnid=_77WP6i5Kh-oJM:&tbnh=101&tbnw=101&prev=/images%3Fq%3Dperson%2Bquestion%26start%3D140%26ndsp%3D20%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLD,GGLD:2005-36,GGLD:en%26sa%3DN

Ostrich Egg Shell Bead, Phaistos Disc, Hard Disk
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Perhaps it is a Brooch

- Artist: Abrasha
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http://www.velvetdivinci.com/

Or Belt Bling?

www.HGST.com
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16-Note Musical Instrument?

Valentina Vuksic’s Harddisko
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Wind Chime?

http://halogen.note.amherst.edu/~wing/wingie/tech/hdchime/hdchime.php
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Furniture?

Courtesy Prof. Cai Yang, CMU
www.contrib.andrew.cmu.edu/~ycai/
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Reconstruction License: Botai-man Example

Courtesy Prof. Cai Yang, CMU
www.contrib.andrew.cmu.edu/~ycai/
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BINARY CODE DEFINING PROPER SPEED (3.6 swconds /ROTATION]
TO TURN THE RECORD (1= BINARY L —= BINARY 0O}
EXPRESSED IN 0.70 x 107 soconds, THE
WITH THE FUNDAMENTAL TRANSITION ™,
©OF THE HYDROGEN ATOM

OUTLINE OF CARTRIDGE WITH STYLUS ,-f:(

TO PLAY RECORD (FURNISHED ON —
SPACECRAFT)

MCTORIAL PLAN VIEW OF RECORD-

ELEVATION VIEW OF RECORD

PLAYING TIME. ONE SIDE =1 bowr

THIS DIAGEAM DEFINES THE LOCATION OF OUR SUN UTILITING 14
PULSARS OF KNOWMN DIRECTIONS FROM OUR SUN. THE BINARY
CODE DEFINES THE FREQUENCY OF THE PULSES.

ME PERIOD ASSOCIATED

Messages to the Future (> 40,000 years
The Voyager Golden R

!

T LA _U: I;._“lir_u\
L \ TN VT

EXPLANATION OF RECORDING COVER DIAGRAM

THE DIAGRAMS BELOW
DEFINE THE VIDEO PORTION OF THE RECORDING

GENERAL APPEARANCE OF WAVE FORM OF
WIDEQ SIGNALS FOUND ON THE RECORDING

S scan 1miceERING

a— VIDEC IMAGE FRAME SHOWING DIRECTION OF SCAN .
BINARY CODE INDICATES TIME OF EACH SCAN SWEEP
(512 VERTICAL LINES PER COMPLETE PICTURE)

_ IF PROFERLY DECODED. THE FIRST IMAGE
WHICH WILL APPEAR IS A CIRCLE

S

THIS DIAGRAM ILLUSTRATES THE TWO LOWEST STATES OF THE HYDROGEN ATOM.
THE VERTICAL LINES WITH THE DOTS INDICATE THE SPIN MOMENTS OF THE

PROTON AND ELECTRON. THE TREANSITION TIME FROM ONE STATE TO THE
OTHER PROVIDES THE FUNDAMENTAL CLOCK REFERENCE USED IN ALL THE
COVER DIAGRAMS AND DECODED PICTURES.
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Planning for the Future: www.LongNow.com

Drives _— 1 =—— Speed —
g "_f%#
! "‘1';
% - 5 "a'}' N
. W B
AL ;1, e
L 1&'.‘.'&_ i
T J ety
moon A, . -
| BN
.‘L . -
Bazque
Audlro-Rslatic
||
Afre-AziabE
ccccc
Inde-Eurapean EhERiE
Berber
Semithc

Rosetta Project

Rit 2300 languages
10,000 year clock
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Did the Background Music Sound Familiar?

<2 Hitachi Global/Storage Technologies | Support | Knowledge Base - Microsoft Internet Explorer, ‘Z”E|E|

File Edit “iew Favorites Tools Help o

@Back D | |ﬂ @ :] /.._\J Search ‘f_‘?‘\'_(Favorites e} 4 - :5 ] E e ﬁ ‘:‘i
Address @http:,l’,l’www.hitachigst.com;‘hddt,l’knowtree.nsF,chfeSSﬁed?c12018862565b000530c?4,|’4b1362a50F405dDd86256?560065 V| Go Links

GOEngE (G| disk drive failure suund% Go o@,j = E &~ A [P 6 9 ﬁ - ﬂ? Bookmarks » F@:‘v B3 Settingsv

By Morton Internet Security @+ Morkon Ankivirus §al -

Gizmodo Hard Drive Dying
@ Hitachi Global Storage Technologies HITACHI Dance Track Competition

Inspire the Next )
Winner

| home | products | services | ®» support | parners | ahoutus | howto buy

Technical Librany James Postlethwaite

Hard Disk Drive Knowledge Base Downloads

Wty “Hitachi Hard Drive Project —
¥ Noises that indicate a defective drive. Rebates & Promotions

Question Contact Support B NorikO VerSion”

My hard drive is experiencing some strange noises but | am unsure if the drive is failing. How
can | determine if the noises are due to a failing hard drive?

Answer

There are various noises that may indicate a failing hard drive. If you are experiencing any of the
noises, please contact the technical suppaort center at: B35-426-5214.

You may also want to hear
© O o© ! y a1so want 10 hear
head_daage_? way head_damage_2.wagad_damage_&wav head_damage._4.way M y H ard D r I Ve C rl ZZaS h
slow_spindle_motorway  head_stuck_to_platter-Phazer_Moize. wav hd A ru n ne r- u p

< [E
&) ® Internet
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http://www.gizmodo.com/

[ ] File Edit ‘Wew Favorites Tools  Help :,'
I re S e rVI I I g O u r G Back - e - \ﬂ @ ;\J /l.-\J Search ‘»:1‘\'/ Favorites {‘} - ‘-.7 _ﬁ = ] E| b ﬁ ‘i‘i
Address @ http: f e, digitalpreservation. gov/ A | Go Links

Morkon Inkernet Security €+ Morkon Ankiviros §at -

[ ] ] | ]
D I Ita I H e rI ta e GDUg]e (G| digital preservation Go G50 E - &= - 2 [F Q 9 ﬁ v 9% Bookmarks FageRank 2> OSettingsv
FYAdobe - Y_’ & Search Ticker |~ |2~ @4~ | »
-

The LIBRARY of CONGRESS DIGITAL PRESERVATION [NDIPF Pages _|v]| | [ sEARcH |

More Search Options

Digital Preservation
The Maticnal Digital Information Infrastructure and Freservation Program

Digital Preservation - Microsoft Internet Explorer

Eile Edit ‘iew Favorites Tools Help :,' T : i
© Digital Preservation Home

GBack W -7 | |ﬂ @ 7;\1 /-"Sear:h ‘s?r(FavUr\tss {‘3 @ hg ] ~ #J E a ﬂ fi © About the Program

_ . @ Technical Infrastructure L . . . .
Address |@ hittpejfenaw. diglib.argfpreserve. htm "‘ G” Links ** o Partnerships Information is being produced in greater quantities and with greater frequency than at
Coogle (Gl digital preservation G B Ty @ A PSSO E - 19 bokmaksy Pk, > () Settings = £ e any time in history, Electronic media, especially the Internet, make it possible for
- ) i almost anyone to become a "publisher," How will society preserve this information and
Fadobe - ¥ Z- [Sea”h Ticker [~ | F5- - | i~ nvesting | MakEn IEEESrly (20 | Metam 5 (2 © © Contact rnake it available to future generations? How will libraries and other repasitaries
e classify this information so that their patrons can find it with the same sase that the
Publications = Forum = About DLF = News Related Resources at the ¥ P ¥

can locate a book on a shelf?

Library

sewen | [ swemeo

@ Learn more about the Digital Preservation Program.

aDL T

DIGITAL LIBRARY FEDERATION

+ standards at the Library of
Conaress Highlights
= Digital Collections &
Programs The Library of Congress, through NDIIPP, is seeking expressions of interest in a
“ U.S. Copyright Office project to preserve the digital content produced by the private sector. Expressions of
_ interest are due Sept. 22, 2006, MDIIPP will provide funding for accepted projects as
* Section 108 Study Group described in the full announcement,

= web Capture

COLLECT PRODUCE PRESERVE

DLF PARTNERS

1. Bibliotheca
Alexan:

2. British ary

3. California Digital
Library Building on the wotk of the Comurssion on Preservation and Access (CPA), CLIR and

4. Carnegie Mellon

© Read the announcement

Current information about the digital preservation program, including the recent
partners meeting in Washington, testimony on Capitol Hill and a new partnership that

University B Lot ol 2 long—t?rm access FO thE digital gte]lectual e will ensure that high-interest foreign news broadcasts are archived and available for
5. Columbia University scholarly record. They have a particular interest in practical initiatives and in research future research are in the August newsletter
6. Cornell University nto most pootly understood areas. This page links to CLIR, DLF, and CPA
7. Councilon Library preservation initiatives, research reports, and refated information resources © Read the NDIIPP newsletter
and Information
Resources e 2 More News and Events
8. Dartmouth College Preservation initiatives
9. Emory University
0. Harvard University The Global Digital Format Registry
11.  Indiana University . ALATR
12.  Johns Hopkins Site Map | Contact | Accessibility | Legal
Universt ACADEMIC INSTITUTIONS ARE beginning to create digital instittional b
13. Library of Congress repositonies into which the intellectual capttal of a college or university can be B < *
44 Mlaccachusatie . S P . L
&) Done P Internet @ Dore ® Internet

Diskcon 02006 Slide 44

The Next 50 Years DEM




Some Reasonable Actions are Counter-
Productive to Long-term Preservation

o Efficient backups
Only one copy exists

* Downside of accountability legislation
Instead of keeping data around for discovery
Some data are on a 3-month deletion cycle

* Encryption
 Digital Rights Management

No expiration of protection?

HDD:
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Ready for One More Misinterpretation?
Maybe They were Speakers?

Tweeter

Midrange

Woofer

Cafeteria tray

www.AfroTechMods.com

HDD:
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Despite that kind of “Invention,”
Humanity, Culture, and Science Have Endured

* In the past, data from the dominant civilization was
saved by other cultures

 We have an increasingly global society
 When the world is one, there is no backup!

HDD:
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LOCKSS (Stanford University)

o Selected the hard disk drive as the preservation
medium of choice!

* “Lots of Copies Keep Stuff Safe”
* Open source, peer-to-peer, distributed content
 Copies regularly compared

o Storage device automatically updates with user
upgrade cycle

HDD:
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Take-aways for an HDD-related Company

* |tis OK to devote resources to the very long term thinking
Microsoft Research — Digital Immortality
British Telecom — Futurology Unit
The very long view can spur new thinking and new connections
* Projects with a long view: Break the tyranny of areal density
Design an HDD to last 50 years
Design a drive to be built by multiple generations
Simulate this by multiple, staggered teams
Create a Voyager “Golden Disk Drive” cover explanation
We’'re very practical!
Use as team building or “sabbatical” reward
Feed lessons-learned back into production
* The long-term future of data is uncertain
Where there is a need, there is a business opportunity!

HDD:
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What can We do Now to Improve the Future of Data”

 Recoverable drives
Re-run drive optimization for parts replaced in the field

Data recovery mode
Simple set of universal instructions
IDEMA could form a committee!

e Open source

Encodings

Defect management
System area information
At least for obsolete drives!

HDD:
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If We Don’t Do It, Who Will?

Our industry is critical to the future (as well as the present)
Think more than 5-10 years out
Plan for our digital legacy

« Storing data is a noble profession

HDD. isk 02006 Slid
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hank You

LS| Logic, Inc.

For sponsoring this talk
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In Honor of the Innovators of the Past 50 Years
Thucydides, The Funeral Oration of Pericles

The whole earth is the sepulcher of famous men;
and their story is not graven only on stone over
their native earth, but lives far away, without
visible symbol, woven into the stuff of other men’s
lives. For you now it remains to rival what they

have done.

Appears on the dedication page of the classic archeology textbook,
In the Beginning, by Brian M. Fagan (www.BrianFagan.com)
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